OTkntoyeHme SSL ona SOLR

Ha cepBepax Alfresco, cTosilLnX B U30MPOBaHHON cpeae, HeT ocobon HeobxoamMmocCTm B
MCNONb30BaHUM WngposaHns SSL.

Ins oTKAYeHns SSL s nprBeay KPaTKyo NOoC/iefoBaTENbHY UHCTPYKLMIO:

1. HacTponka napameTpos B (haine alfresco-global.properties 3aTparvBaeT nsmeHeHne
napameTpoB solr.secureComms B HOBOE 3Ha4yeHMe none, a solr.port Ha Homep http-nopTa:

1 cd /opt/alfresco-5.0.d/tomcat/shared/classes/
2 sudo nano alfresco-global.properties

YCTaHa/IMBaeM MnapaMeTpbl:

1 solr.secureComms=none
2 solr.port=8080

2. HacTpomnka napameTpoB B (pannax solrcore.properties 3aTparveaeT M3MeHeHUe
napameTpos. alfresco.secureComms B HOBOE 3Ha4yeHue none, a alfresco.port Ha Homep http-
nopra:

1 cd /opt/alfresco-5.0.d/solr4/archive-SpacesStore/conf/
2 sudo nano solrcore.properties

yCTaHa/IMBAaeM NapaMeTpsbl:

1 alfresco.secureComms=none
2 alfresco.port=8080

1 cd /opt/alfresco-5.0.d/solr4/workspace-SpacesStore/conf/
2 sudo nano solrcore.properties

YCTaHa/IMBaeM MapaMeTpbl:

1 alfresco.secureComms=none
2 alfresco.port=8080

3. HacTpoWka napameTpoB B (parvnax web.xml npegnonaraetT KOMMeHTUpPOBaHUE
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YyKa3aHHbIN HMXe 6/10KOB.
7 pekoMeHAy0 NpaBUTb (halsibl Cpasy B apxmBax BeO-npusioxeHun, T.e. B (hansax WAR.

Insa NpocToThbl NepexoanM B HYXHbIM KaTanor n ucnoabsyem Midnight Commander gns
npasku WAR ¢hannos.

1 cd /opt/alfresco-5.0.d/tomcat/webapps/
2 sudo mc

OTkpbiBaeM alfresco.war, nepexogum B katanor WEB-INF n penaktupyem gann web.xml.

Heobxoanmo 3aKOMMEHTNPOBATb NN YAaJINTb KOA I'IpVIBe)J,EHHbIIZ HNXE, OH MOXET
pacnosnaratbCd MeXxay KOMMEHTapuamMm n .
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1 <security-constraint>

2 <web-resource-collection>

3 <web-resource-name>S0LR</web-resource-name>

4 <url-pattern>/service/api/solr/*</url-pattern>
5 </web-resource-collection>

6

7

8

<auth-constraint>
<role-name>repoclient</role-name>

9 </auth-constraint>

10

11 <user-data-constraint>

12 <transport-guarantee>CONFIDENTIAL</transport-guarantee>

13 </user-data-constraint>
14 </security-constraint>

15

16 <security-constraint>

17 <web-resource-collection>

18 <web-resource-name>S0LR</web-resource-name>

19 <url-pattern>/s/api/solr/*</url-pattern>

20 </web-resource-collection>

21

22 <auth-constraint>

23 <role-name>repoclient</role-name>

24 </auth-constraint>

25

26 <user-data-constraint>

27 <transport-guarantee>CONFIDENTIAL</transport-guarantee>

28 </user-data-constraint>
29 </security-constraint>

30

31 <security-constraint>

32 <web-resource-collection>

33 <web-resource-name>S0LR</web- resource-name>
34 <url-pattern>/wcservice/api/solr/*</url-pattern>
35 </web-resource-collection>

36

37 <auth-constraint>

38 <role-name>repoclient</role-name>

39 </auth-constraint>

40

41 <user-data-constraint>

42 <transport-guarantee>CONFIDENTIAL</transport-guarantee>
43 </user-data-constraint>

44 </security-constraint>

45

46 <security-constraint>

47 <web-resource-collection>

48 <web-resource-name>S0LR</web-resource-name>
49 <url-pattern>/wcs/api/solr/*</url-pattern>
50 </web-resource-collection>

51

52 <auth-constraint>

53 <role-name>repoclient</role-name>

54 </auth-constraint>

55

56 <user-data-constraint>

57 <transport-guarantee>CONFIDENTIAL</transport-guarantee>
58 </user-data-constraint>

59 </security-constraint>

60

61 <login-config>

62 <auth-method>CLIENT-CERT</auth-method>
63 <realm-name>Repository</realm-name>

64 </login-config>

65

66 <security-role>

67 <role-name>repoclient</role-name>

68 </security-role>

Hanee oTkpbiBaeM solr.war, nepexonum B katanor WEB-INF n pepaktupyem cpann web.xml.

Heobxoanmo 3aKOMMEHTUPOBaTb NN YOaJINTb KO I'IpI/IBe,EI,eHHbIIZ HWXe:
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1 <security-constraint>

2 <web-resource-collection>

3 <url-pattern>/*</url-pattern>

4 </web-resource-collection>

5 <auth-constraint>

6 <role-name>repository</role-name>

7 </auth-constraint>

8 <user-data-constraint>

9 <transport-guarantee>CONFIDENTIAL</transport-guarantee>
10 </user-data-constraint>

11 </security-constraint>

12 <login-config>

13 <auth-method>CLIENT-CERT</auth-method>
14 <realm-name>Solr</realm-name>

15 </login-config>

16 <security-role>

17 <role-name>repository</role-name>

18 </security-role>

4. BbinosHAeM 0CTaHOBKY CepBepa:

sudo service alfresco stop

5. Ypansem norn n K3Lw:

1 cd /opt/alfresco-5.0.d/tomcat/
2 sudo rm -r webapps/alfresco/ webapps/share/ webapps/solr4/ logs/* work/* temp/*

6. BoinonHaeM 3anyck cepeepa:

sudo service alfresco start

7. MNpoepsiem paboTy cepsepa Alfresco.

P.S. Hpopmaumsa no oTkaw4eHnto SSL Ha caviTe pa3paboTYnKoB:
http://docs.alfresco.com/5.0/tasks/running-without-ssl.html



